
 
Check out this episode to learn everything that you need to know about password managers for your 

business.  

Passwords are a necessary evil hated by everyone.  

And yes, that even includes us IT professionals.  

Now, everyone knows deep down that they should try harder with their passwords, but everything 

about them just seems difficult because great passwords are really difficult to think up, even harder 

to remember.  

And it's highly frustrating when you get them wrong and you have to reset them.  

And this is what encourages people into sloppy habits, such as relying on weak passwords or reusing 

them across multiple logins.  

It's these bad habits that cybercriminals rely on to get into your accounts.  

It's highly likely that someone somewhere in your business is reliant on a weak or reused password 

to protect their access to a critical business system.  

And this leaves your business at risk without anyone being aware of it.  

Truly frustrating, isn't it?  

But there is some good news.  

Apple, Google and Microsoft are working together to kill the traditional password in favour of pass 

keys. Now, these are very simple.  

https://uk.linkedin.com/in/itsupportprovider


To log into something, you use your phone to prove it's really you.  

The computer will use Bluetooth to verify that you're sat nearby. Then it will send a verification 

message to your phone. Just unlock your phone in usual way with your face, fingerprint or PIN.  

And that's it. You're logged in.  

Apple is introducing pass keys first with iOS 16, which actually came out a little while back. Google, 

Microsoft will offer them in the near future as well.  

But it's going to be a long time before pass keys have replaced all passwords.  

So what can you do in the meantime to make your business safer?  

 
The answer is to use a password manager. Now, here's our guide on what password managers are 

and the benefits of embracing them. So, what is a password manager? Well, it's software that stores 

and manages the credentials for all your accounts.  

This includes websites, applications and any software that you use in your business. They also work 

on your computer and on your phone. It will generate different long, random passwords for each 

application and remember them. And when you log in, it will automatically fill in the login boxes for 

you. A password manager is simple and easy, because once it's set up, you only need to remember 

your master password.  

So what are the benefits of using a password manager?  

 
Well, there are huge benefits. On top of increasing your security and protecting your data, you don't 

have to remember passwords. You can automatically generate highly secure passwords that are 

virtually impossible to guess, you'll save time with auto filling them in for you. A good password 

manager will sync across operating systems and browsers, which means if you use Windows for 

work, but you have an iPhone too, then it's no worries. It can also help to protect your identity by 

using unique passwords across every account you use. That means if one account is breached, it's 

highly unlikely the others will be breached too. And it can also lead you to risk. If you land on a fake 

website, your password manager won't automatically fill in the data because it won't recognise the 

site as being valid. Some password managers can scan the dark web to make sure credentials 

haven't been breached, and it can warn you if they have passwords that have been caught in 

databases.  

 

But what are the risks of using a password manager, to give a balanced view? 

 
 There are a few potential negatives. All of your sensitive data is in one place, protected by one 

master password. It's possible cybercriminals could get hold of your master password. For example, 

if you have malware or a keyboard logger watching what you do, then you definitely need to use a 

biometric or multifactor authentication where you use a separate device to prove it's you. And if you 

forget your master password, it's deliberately difficult to reset it.  

Now, the password manager I use personally is called One password. It's not really suitable for use in 

a multi user business environment, but the master password is very secure. And when you set up the 

account, they give you a one time secret key and they pretty much give you this once. And you have 



to daily print it out, store it somewhere, stick in your bedside table. And this secret key is what you 

need whenever you set up the access to your password manager on a new device for the first time. 

So you need that secret key, plus your password, plus your username and all sorts of other things to 

be able to set up access to the password manager for the first time.  

So if you get a new phone and you have to go through all that whole process to get it set up. But 

that's really good because it means that anyone, even if they get the master password for your 

account, are probably not going to get into your password manager because they don't have the 

secret key.  

And of course, you only have that in a physical copy. There is no other way that that's stored. I think 

the secret key for my password manager something like 64 characters and certainly not something I 

remember.  

And like I said, I definitely do have that printed out. So many of the risks can be overcome by picking 

the right password manager to use in the first place and your first port of call, and this should of 

course be to go and speak with your IT provider most It companies will be offering a password 

manager to their customers, something that we are just about to introduce here at m3 Networks.  

So if you'd like some more advice on this, feel free to get in touch with me. You can book a free 15 

minutes consultation call if you head over to m3networks.co.uk/meetmark, you can pick a time my 

daily and we can have a chat about how we can help implement this within your business. Now, we 

actually have a full guide on everything you need to know about password managers for your 

business, and a lot of things I've been telling you today is actually taken from that guide. Now, if you 

want to get your hands on a free copy of the full guide, just check out the link link in the show notes 

below. 
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