
 
In this episode, find out how your IT company could be putting your office 365 security at risk.  

 

So the thing that what to talk about is how to audit your Office 365 security.  

 

The other week we just spoke about the changes that are coming to the Cyber Essentials standard 

and how you're going to have to ensure that multifactor authentication is enabled on all user accounts. 

One of the things that we offer for free and link to how to get that in the show notes is a free office 

three six five, security audit. Because there's a few things that you need to be aware of in your Office 

365 that you're probably just assuming that your It provider is taking care of this, but you might 

actually find out that they're actually putting you at risk themselves. And I'll come on to that in a 

minute.  

 

So one of the things that we cover in the Office 365 security audit is, do you have multifactor 

authentication enabled? And you might have it enabled for admin accounts, but what we want to see 

is, do you have it enabled for all users? And quite often when we do this for customers and potential 

customers, is that people will say, yeah, we had that turned on six months ago. It's all there, it's all 

secure, all users have got multifactor authentication. And then when we run the security audit, we 

realise that out of the 50 members of staff, 47 of them have it, three of them don't. And the three of 

them don't are new members of the team that have just joined recently and they've slipped through 

the net. Because if you're going to do this as an exercise, you say, right, today we're going to turn on 

MFA for all of the users. Of course, all of the users that are in the system on that day get it. But then 

as time goes on, you get a few people that kind of slip through the cracks and you find out that they 

don't actually have it. How would you know? Is the business owner or responsible person for IT? How 

would you know if someone doesn't have MFA turned on? You're not going round asking all your 

staff, by the way, have you been using multi factor authentication to log into your Office 365 account 

https://uk.linkedin.com/in/itsupportprovider


recently? And they would be like, I don't know. It was set up by the IT company and I've just been 

using ever since. So you don't know what you don't know. Right. I say that a lot, but it is true. Not just 

about IT, but everything.  

 

The other thing that's really important to turn on in Office 365, and again, security audit will highlight 

this is something called advanced auditing or advanced login, where basically what this does is this 

will log the country an IP address that users have logged in to their system or to their account from. 

And that's really important because if you see that Steve has been logging in from somewhere in 

Russia in the last 30 days. Unless you know that Steve has been taking a family holiday in Russia 

unlikely, then that's going to be a bit of a red flag. Right? So you want to turn this on. It's something 

that's free. It's not turned on by default in Office 365, but when turned on, gives you a little bit more 

information when you're auditing the logins for your users. And then the other thing that you want to 

find out about, and I've spoken about this before, when it comes to cyberattacks and business email 

compromise is, are there any external email forwarding rules configured on any mailboxes? Because 

the normal play for an attack is when someone's email account has been compromised, the attacker 

will set an external forwarding rule that you can't see from within Outlook. The only way you can see 

this is when you log in to the web version. So you go to like Outlook.com or Office.com and you log in. 

You can go and look at external forwarding rules there, but you can't see it from within your Outlook 

email client or on your phone or anything else. And what the attackers do is they will set a forwarding 

rule to monitor for things like invoices, bank payments, anything to do with financial transactions. And 

the forwarding rule will be pretty much all the time will be set to go to an @gmail.com account. So the 

attackers just set up a Gmail mailbox, set up a forwarding rule, and it will just sit there in the 

background. And any emails that trigger those keywords in the subject of the content will be 

forwarded to them. And then this is how scams happen. This is how a business will receive an email 

from a supplier saying, hey, you need to pay us 20 grand for something and it's expected. So they go, 

that's fine. But then very quickly, literally within minutes afterwards, they will get a second email 

saying, we're really sorry, the email we just sent you has got the wrong bank details on it.  

 

Now to your member of staff, might even be to you. You think there's nothing wrong with this because 

you've just had an email that you're expecting with an invoice you're expecting and you've just had 

another one from the same person, who you think is the same person explaining that there's been an 

issue and the signature will be the same. They might even have modified the PDF of the invoice, 

might have even been modified with the new bank details. The sender's name all looks the same.  

 

But what you don't know is that the attacker has been seeing emails from this supplier for months and 

they're not really interested in the £100 here, £200 there. They want the big juicy 20K. That's the one 

they're going to jump on, right? So what they'll do is they will register a domain name that's very, very 

close to your supplier, maybe one character out or something like that. A lot of people don't bother to 

check email addresses when they see an email coming in. Or if you get on your phone, your phone 

doesn't show you all the information, just shows you the sender name. You don't really see the email 

address unless you click on it. So it can be really difficult to spot if you're not on the ball. So then you 

think nothing's untoward, you go and make the payment and a few days later, a few weeks later, at 

some point in the future, that supplier is going to contact you and say, where's our money? You 

haven't paid your invoice. And you're going to say, but I have paid the invoice because remember you 

sent me another email asking me to pay it to a different bank account and the supplier is going to say, 

no, we didn't. And then you're probably going to accuse them of, your system must have been hacked 

because I got that email from you. And what you don't realise is actually your email system, it's been 

compromised.  

 

This story that I'm describing very briefly is actually the story that we tell in the email hijack book that 

we have that we've published and we'll leave a link. Actually, if you want to get a free copy of that 



book, we'll put a link to that in the show notes too. And it explains this a lot more detail about the fix, 

the resolution and everything else that goes along with it. So it's really important that you have a way 

of auditing across all of your staff that any of your staff's mailboxes have an external folding rule set 

that you can't see. Because the only way that you can actually see these is by logging into each 

individual account. So I don't know if you're a bigger business and you might have a couple of 

hundred mailboxes, how can you see at a glance that there's no external forwarding rules set on your 

users mailboxes? How do you do that? Right now you don't have a way of doing it. Right now you're 

just assuming that your IT company is monitoring this. But I'll tell you something, they're not because 

it's not an easy thing to monitor. It's a very difficult thing to monitor.  

 

And usually when an attacks happened and you know, businesses realised that one mailbox or 

several mailboxes have been compromised, the fix that I hear most often is saying, yeah, it's fine that 

our IT company changed their passwords. Say, okay, change the password a thousand times if you 

want because that external forwarding rule is still going to be there. You can change your password, 

doesn't fix the problem. So it's really important that you have a way of being able to audit these things 

in a nice one page, couple of page PDF report that you can see and make sense of.  

 

So that Office 365 security audit is something, as I said, we offer this for free to potential customers 

so that they can understand what their office 365 security posture looks like. Now earlier on I said that 

your IT company might be putting you at risk. And to explain how that is, is because we quite often 

see, and this is pretty horrific to see that IT companies, because they're managing your 365... your IT 

company's managing your Office 365 environment. They have an administrator login to your three six 

five environment pretty much most of the time. I discover from running this audit that the IT company 

doesn't even have multi factor authentication on their admin login to your system.  

 

And I'll explain the reason why.  

 

It's not because they don't care about your security, because if you ask them, of course they'll say, 

yeah, of course we care about your client cybersecurity. The reason is because as you know, 

multifactor authentication is either going to send a text or it's going to ask through an app to 

authenticate the login. But if you're an IT company and you've got multiple technicians and any one of 

the technicians may have to log into the customer's environment right to the customers. Microsoft 365 

tenancy.  

 

If that multifactor authentication is attached to, say, time management directors or the business 

owner, their mobile phone and they're on a holiday skiing and one of their technicians needs to log 

into your 365 to make a change or to create a new user or to delete a user that's left the business or 

something. When they try and login it's going to trigger the MFA to someone who's not in the business 

or is not available. So then how do they then manage that and getting logins to the systems? Well, it 

all comes down to the systems that your IT company is using.  

 

Now I can't speak for other It companies but I can speak for m3 Networks and saying that we have a 

password management tool that's designed for IT companies that costs money, but that's because 

we're a professional business, we invest in the right tools that we can do things properly. And how this 

works for us is our Password manager's not only is storing unique passwords, strong passwords that 

none of our technicians know, which has improved the customer security as well, but it also generates 

the six digit one time code for the MFA from within the Password manager. Which means that the 

MFA authentication is not tied to a specific mobile phone. It's not tied to a specific person. It means 



that anyone of our team that needs to do work for you as the customer can get secure access to your 

365 without putting you at risk. So that's the reason why It companies don't have MFA on admin 

accounts. The logistics of It is really difficult. Now also you could open up a wider conversation to say, 

well why haven't Microsoft thought about this? And say, well how do we help IT companies to make 

sure that they can be secure so that their technicians can get access to the customer. It's a whole 

other discussion. I could rant and moan about that all day. I'll be careful with what I say here about 

Microsoft, but I'm just going to say they don't do much to help IT companies to make their life easier. I 

think they assume that because we're all techies that we'll just figure out our own solution for stuff and 

most of the time we do. But it would be nice if they could offer some way in built inherent in the 

system that could make life a little bit easier. But no. An admin account is an admin account and they 

don't care whether that's you as the admin account or it's your IT company as the admin account and 

they're not considering the problem that I've just described, which is multiple technicians having to log 

in to the customer's environment to carry admin tasks.  

 

Now if you're just using a one man band It person then it's probably not a problem because you've got 

one person who is the administrator. But the minute you use a bigger IT company there needs to be a 

way that they have a secure mechanism that works. It doesn't put you at risk. Because I've seen audit 

reports come back where there's maybe three admin accounts on the 365 environment. Two of them 

are for members of the team at the customer side who want to be able to do admin stuff and they've 

got MFA, but then the IT company's one doesn't. And the thing with security, and I say this time and 

time and again, probably hear me repeat this so much on other episodes, is that it's the things that 

you don't do that cause the problem, not the things that you are doing. It's the door that you didn't 

lock, it's the one that people get in. So the point is you need to be aware of your three six five security 

posture, which users are putting you at risk, who doesn't have MFA enabled, ensure advanced 

auditing is turned on and been able to monitor for external forwarding rules because these are the 

common things that will cause you a problem. Because Office 365 is no longer just email. A lot of 

businesses have now put all of the data into SharePoint. 365 really is your biggest platform in terms of 

company data. So it's really important that you're securing this.  

 

When we run these reports and then we present them to potential customers, they're usually quite 

shocked to discover what's in it because the reports usually got lots of red stuff written in red writing. 

Why do we highlight things in red? Because red is danger, red is bad. And I think when you 

remember being at school, the teachers always wrote with a red pen, didn't they? Like, see me after 

class? It was always written in red pen. So red has got a lot of connotations to it. So when you see a 

report, it's got the red stuff, of course you suddenly think there's things wrong. Some of that 

information is just informational stuff. But the important message is that you have a way that you can 

audit your Office 365 and understand that information in a way that's going to make sense to you. And 

that's what our free Office 365 security audit will give you.  

 

So you might be thinking that you have to give away your usernames and passwords and stuff to us 

to be able to carry out the audit. But that's the really clever part is that you don't. When we run the 

audit for a customer, potential customer, we will generate a link that gets sent to you because, quite 

rightly, we understand that people don't fully trust us at that point because we're just early stages in 

the conversation. You will then click the link and you will then enter 365 admin credentials directly so 

you don't have to pass any sensitive information to us. We don't log into your three six five to do this. 

And once you do that, the audit will run and it will spit the report out and send it back to us. And then 

we'll get in touch with you to have a chat about what we've found in the audit. The one thing you do 

have to have is admin credentials or to know the admin credentials for your 365 environment. Which 

may mean that you do have to go and ask your IT company to give you an admin login to your three 

six five. There's no getting away from that because you can't audit a system without administrator 

credentials. Quite often we actually just find out that the person that we are speaking to, their account 

actually has admin credentials anyway, which is obviously a bad thing. But it means that we can then 



run the audit using their credentials, which we've done on numerous occasions. So it's worthwhile just 

putting their credentials in and seeing whether that's enough to run the audit.  

 

So if you want to have a 365 audit carried out, but you don't want to rock the boat, shall we say, with 

your current IT provider and you don't have admin credentials then yet, how do you get those 

credentials so that we can run the report? The first thing to understand is that the 365 environment is 

your environment. It belongs to you. Okay? Your IT company is administering it for you. And may or 

may not be providing the licences into that environment for you. So you might be buying the licences 

direct from Microsoft. They may be providing them. Either way, they are just an admin of the system. 

You're quite within your rights to say, we would like to have a dedicated admin account so that we can 

then respond to things like someone leaving the business or changing a password. We want to have 

the ability to do that. Of course, that may throw up a red flag to your IT company. That why all of a 

sudden are you asking for this? You've never had this before. You could just say, actually part of a 

review of our business policies. We need to make sure that we have an admin login to our systems 

because what happens if we wake up in Monday morning and find out our IT company has gone out 

of business? How would then we get admin access to our own environment? We need to ensure that 

we can still gain access. You can see so many different things to try and get that information. What 

you could also say is that as part of we're looking at moving to get Cyber Central certification, so we 

want to make sure that we are reviewing the admin logins that we have and that we've realised that 

we don't actually have an admin login to our own system. And in order to protect the business, we 

need to make sure that we have admin rights to all the systems that we have as well. There's a 

multiple ways that you can approach that conversation to make sure that you get admin rights.  

 

Just make sure that they don't just turn admin rights on for your email account. Because the account 

that you use for email cannot have admin rights. This must be a dedicated admin account. So make 

up a new account, give it global admin rights. And the other thing to mention is that you don't pay for 

accounts or user accounts in 365. You only pay for licences. So creating another admin account has 

no cost attached to it other than creating the admin account. So just make sure it's not been added to 

an existing email account. And also make sure that obviously multifactor authentication has been 

enabled for the admin account. The other way to go around it actually, is just be completely honest 

with them. Just say as part of our review, we are having an independent 365 security audit carried 

out. There's nothing more to say other than that to say we've been offered a free Office 365 security 

audit. We'd like to have that carried out independently of our existing provider. And in order to do that, 

we're requesting that you create as an admin account and providers admin credentials. Now, what I 

always say to people is that if you do create another admin account just for the purposes of this, then 

it's good practise to have as little admin accounts as possible. So let us run the audit. Once the audit 

is complete, then just delete the admin account that was created so that you don't have the exposure 

of having yet another admin account on the system. You're quite within your rights to do it. They may 

turn around and say, we can actually offer you a 365 security audit, in which case you go, Great, well, 

you'd do it then. But chances are they're not going to be able to do that and not going to be able to 

see that. Just be honest with them and say, this is what we're doing, this is what we need, this is why 

we're doing it. And here's the thing, and this is really important. If they try and stop the audit from 

happening, that's a big red flag, right? If they have your interests at heart and they should agree that, 

yeah, having an audit of your 365 is a really good thing because it's better to find out about problems 

before they cause you a problem. If they don't want you to have the audit, that means you should 

really have the audit. Because if they say, no, no, no, don't look at this. We don't want you to look at 

your 365 security posture, then that means you absolutely should. Because it means that they know 

something that they don't want you to see. And that's never going to be a good situation because they 

know that you're going to find out something and then you're going to go back to them and say, why 

don't we have multifactor authentication turned on? Why does your admin account not have multifact 

authentication turned on? Why have we got external forwarding rules for mailboxes that we've never 

set up? That is Actually, hackers are already in the system that we don't know about, so all these 

questions are going to come up and they know it's going to put them into a real difficult position where 



they don't have an answer. If it was me, I would be completely honest and tell them what you're doing 

and see what their response is to that. They should be supportive of this. If they're not, run away. You 

should be a bit concerned as to why they're doing that. At the end of the day, the way I see is if 

they've got nothing to hide and they've got your interests at heart, then they would want to improve 

the security. The thing I would always caveat this with is that the reason that your security posture 

might not be very good in something like Office 365 is because you just might find out that your IT 

company is just not a great cybersecurity company. They fix problems, you've worked with them for 

years, you like them, they bring biscuits and donuts to the office when they come and see you. But 

when you run a security audit, and you start to pull back the covers and see what's actually going on 

from a security point of view, you might realise that it's not because they're crap or they don't know 

what they're doing, it's just not something that they do. It's like going into a steakhouse. Then you 

discover that actually they don't do sushi! Well, yeah, because it's a steakhouse! Just like there's 

really good It companies. But don't assume that all It companies do much in the way of cybersecurity. 

They might do a bit of stuff, right. But the question is, is it a focus? Is it their mantra? Right, so at m3, 

we're like, we don't do anything that would put a customer at risk. We have authorization procedures 

in place. We know that customers have cyber essential certification, we have cyber essential 

certification. We don't do things that would put a customer at risk, because we are switched on and 

aware of these things. And sometimes, even when a customer asks us to do something, we have to 

say, we're not doing that. We're going to push back and say, no, we can do what you're asking, but 

not in the way that you want it to be done, because the way that you want it to be done is going to put 

you at risk. And if you put you at risk and something goes wrong, guess who you're going to expect to 

get you out of the situation? Us! So you're putting both of us at risk. There's a way to do things and 

there's a way not to do things. And It companies that are not fully switched on from a security point of 

view might do things in a less secure way that may open their customers to risk without realising it, 

because they don't know what they don't know either.  

 

That's the point I always make. Don't just assume that your IT company is on the ball when it comes 

to security, because IT and cybersecurity are closely intertwined, but also separate mindsets and 

definitely different skill sets as well.  

 

It's the whole brain surgeon heart surgeon story that you've probably heard me talk about before, and 

you would never want the heart surgeon to do your brain operation and vice versa.  
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