
 
So how are you planning to implement multi factor authentication and cloud services ahead of the 

coming changes to Cyber Essentials?  

The point of this episode is to talk about the technical controls updates and Cyber Essentials.  

These are meant to take effect in January 2023, but they've added grace period for another three 

months. So we were given up to April 2023 until the new controls come in place, which were actually 

announced back in January 2022.  

And it's because this is part of a bigger review, right.  

Cyber Essentials has been around since 2014.  

 

Back in January, probably had the biggest review of Cyber Essentials that we've ever had.  

And I think it's fair to say that the Pandemic and obviously working from home and things has 

instigated that, because the way that we work with technology has changed.  

Before the Pandemic everyone was in that nice bubble of the office.  

It was really easy to buy technical controls to the office network, but then everyone went and worked 

from home and that bubble just burst and controlling the IT infrastructure, controlling security, became 

a real problem.  

And Cyber Essentials, I think it's very safe to say, found itself a little bit behind the times with the way 

that people were using their IT and how you control technology.  

To give you an example, a really good example, probably the best example I can think of is that one 

of the requirements for Cyber Essentials was around your router.  

So everyone's got a router at home.  

Most people just call it, oh, that's my Wi-Fi box.  

https://uk.linkedin.com/in/itsupportprovider


One of the requirements for Cyber Essentials is that you change the default password that the router 

has when you get it out of the box.  

Now, this is a bit of a grey area at home because if you've got like, say, a BT hub at home, the BT hub 

on the back of it would have your Wi-Fi password.  

It would also have the administrator password, which is a different password.  

The admin password is one that most people would never use at home because no one ever logged 

into the root at home, right?  

Except me!  

But the admin password is what you used to get into the settings of the router.  

Now, under Cyber Essentials, a requirement is if you're accessing company information from behind 

the root, then the password, and that the default password in that router must be changed.  

Now, that password, even though it's a unique password, that password is technically the default 

password that you got on that router out of the box from BT or from Virgin or from Sky or whoever 

your ISP is at home.  

So it was really a great area to say, well, does that mean that we have to tell businesses that all the 

staff working from home have to log in and change the password on the router at home? Because 

that's going to create a problem because...  

 

One, most people don't have a clue how to do that.  

 

Two, they'll probably change the password to something that's less secure than the default password 

that was on it already because it's a randomly generated password.  

 

And three, if they forget that password at some point down the line in future, they do need to log in to 

the router and they can't log into it. They're going to create their selves a problem.  

 

And then four, other things to consider that this is their home router, this is not company owned 

equipment.  

So under Cyber Essentials though, technically you should be changing that password.  

But it was a bit of a grey area because the standard was written for company owned equipment to 

your office devices. So do we then need to apply that to people's home devices as well?  

It wasn't very clear. It's what we're saying. One of the changes that came into place was that we no 

longer have to do that on home devices, homes specifically.  

So they cleared that up, which was really nice, and because like I said, was a bit of a great area, 

technically you should have done it if you want to comply, but it's nice that that's been acknowledged 

and we no longer have to do that.  

 

And the other thing that Cyber Essentials quite shockingly didn't include was cloud services. So Cyber 

Essentials didn't care about what cloud services that you used in your business because the technical 

controls inside Cyber Essentials couldn't be applied to cloud services. It can only be applied to 

computers that you own, hardware that you owned, and any server, infrastructure or software that you 

hosted within your own business. The controls weren't updated to include how do you secure what 



security should you apply to cloud services. So that was another thing that was missing. So like I said, 

we've got this grace period now up until April 2023, so I'll cover the main updates. Okay?  

 

One of the main updates was that any thin clients included in the scope must be supported and 

receiving security updates. So thin clients, if you use a thin client in your business, you know, put it 

that way.  

 

Basically, a thin client is a really basic computer. It runs windows, but doesn't run what I call a full fat 

version of Windows. It runs like a basic version of Windows. You get a desktop, but you can't store 

any data on it. It doesn't install on any apps. Basically any client is just a remote desk. Allows you to 

get a remote desktop to another server, or remote desktop next somewhere else. So if you're using 

thin clients in your business, you know about it, so they now must be included. They didn't used to 

have to be included in Cyber Essentials.  

 

Another update is that all unsupported software is either removed or segregated from scope via 

subset. And probably the most important one that we probably talk about today is that all user 

accounts and cloud services are protected by multi factor authentication, or MFA. Some people call it 

2FA, two factor authentication. It's all the same thing really talking about.  

 

The requirement at the moment is that admin accounts for cloud services must have multi factor 

authentication.  

From April 2023, all user accounts for your cloud services must have multi factor authentication.  

So that's a bit of a change.  

Just to clarify, admin accounts must have multifactor authentication because of course, the admin 

account is the real critical one, especially for things like Office 365.  

I mean, if an attacker gets your Office 365 admin login and there's no multi factor authentication, 

they've got full access to the sweet shop, right?  

They can do whatever they want.  

They can delete people's accounts, they can change everyone else's passwords, they can set up 

rules to forward email to their own email accounts they've set up so they can start exfiltrating email 

and day out of the system.  

So much damage that can be done.  

The one thing I've seen quite a lot of, actually fairly recently when we are speaking to potential 

customers, if we are reviewing their office 365, and this is actually pretty shocking, actually, is the fact 

that a lot of users within the business actually have the full, what we call global Administrator rights, 

which is like full access administrator rights to 365 on their own user account.  

Like the user account that they are using to access their own email. And Microsoft say you shouldn't 

do that, and Cyber Essentials says you shouldn't do that. In fact, anyone who knows anything about 

cybersecurity should say you can't do that because your email address is very easy to find out, right?  

We're all on LinkedIn, it's very easy to find out someone's email address.  

You've already got 50% the login information. If there's no multifactor authentication.  

All you have to do is figure out the password and then you can look at things like, well, dark web 

monitoring. What if the password that you're using is breached and that password goes in the dark 



web? And it may not have to be breached from Office 365, it could be breached from another system 

that you're using online. Because I know loads of people still use the same password across multiple 

systems, right?  

 

So if you're using a password, that one is easy for you to remember, it's probably not that secure, 

probably using multiple systems and you don't multi factor authenticate your email, you really are just 

a setting up for that password to be breached and someone to get access. So how do you fix it? Well, 

Cyber Essentials says that you should only use admin accounts for admin purposes, which means 

using a separate account is just the admin account. Now, it's very easy for people just to put admin 

rates on an existing account. That requires not much effort. But what actually shocks me is we've 

been reviewing potential customers' 365. You find out that the It company as an admin account, 

rightly, because they have to administer the account. We do that too. But the IT company hasn't put 

multifactor authentication on their admin account to your 365, right?  

 

Now, we've had that in place for years because you just obviously can't have an admin account for 

multifactor authentication. So for as long as MFA has been a thing in 365, we've had on admin 

accounts that we manage for our customers. It's just suicide to have anything else. But then you find 

out that actually there's three or four admin accounts in this customer 365. What are the other admin 

accounts for? And then you realise that, oh, the Managing Director's got admin rights in his account 

and oh, there's someone else in the company that's got admin rights. Oh, the office managers got 

admin rights. And then they go, "yeah, but that's because we like to be able to log in and reset 

passwords without having to go to an IT company".  

 

And then I'm like, okay, why are you doing that?  

 

"Well, because our IT company takes ages to respond to things and if we need to change someone's 

password, we want to be able to do it quickly".  

 

Okay, there's a few things at play here.  

 

One, the IT company is taking too long to respond to things.  

 

You should really think about changing IT company. There's one thing.  

 

Two, if you want to change the user's password, you can enable the self service password reset 

feature within 365. And actually, if you turn on the self service password reset feature in 365, you'll 

actually put your Microsoft security score up. Because Microsoft has a security scoring system within 

365, right, that you can see.  

 

It doesn't really mean anything. It's just a number that you can improve, right? Out of 100.  

 

But there are certain things you can enable to make that score go up.  



 

Allowing users to reset their own password is one of those things. Because if someone comes in on a 

Monday morning and they've had a heavy weekend and they've completely forgotten their email 

password, why should they not just be able to reset that themselves? Why should I have to come to 

someone else in the company? Or why should that you have to go to your IT providers?  

 

The real question I've got, because the user doesn't want to have to go through all those steps to do 

it. They just want to change their password. And if you've got self-service password reset on, they can 

do it themselves in five minutes.  

Why should I have to interrupt another member of staff?  

Or why should I have to be an It support thing? Changing your password something you should be 

able to do.  

Because inevitably people always want to do the most awkward time, right? They get themselves a 

new iPhone, right, and it arrives on a Friday afternoon. They get home from work at 5pm to set up the 

new iPhone. They get to 9pm at night after dinner. Got a bottle of wine open and then they say oh, I'll 

add my email to my iPhone and of course it comes up asking for the password and they're like shit, I 

don't actually know what my Office 365 password is. Send a ticket to the IT support company, change 

my password at 9pm on a Friday night.  

 

Just do it yourself, change it yourself.  

 

So like I said, that's something that should be turned on to improve the security. The other thing is that 

is a really quick win that improves your security score too is to disable the password change.  

 

Now I think it's actually disabled by default. I've not personally set up a brand new 365 account from 

scratch for a wee while but I believe it used to be set at 180 days. So it forced people to change their 

passwords after 180 days. Turning that off actually puts your security score up because I'm sure I said 

this before in the previous episodes, but Microsoft said there's no security benefit to forcing users to 

change the password on a regular basis anymore because people don't actually create a new 

password, just modify the old one.  

 

So if you're just modifying a password that wasn't secure to begin with then changing it doesn't 

improve the security. The one thing that does improve security, Microsoft said that it prevents 99.9% 

of Office 365 account compromises is turning on multifactor authentication.  

By far the best thing to do. But don't use the text based one because text based multifactor 

authentication or to send a text message and then get the code text message.  

Every single SMS text based multi factor authentication can be compromised by the very nature of 

that it's using text messages because not going to today. But the examples of where hackers have 

been able to take over people's phone numbers or change the phone number on the multi factor 

authentication so that the code gets sent to them or can especially steal your phone number and stuff. 

And that's a bit more than we can kind of talk about on this but that's a whole other episode.  

 

But you should use the app-based authentication.  

 



So Microsoft authenticator - download the app and you don't have to mess up the codes and stuff 

because if ever I tried to log in to a web browser and wants to send me the code it just sends you a 

notification. Your phone says you want to prove this login? Just like yes or no so you don't have to 

mess about with codes and stuff. In fact I use an Apple watch, she just comes up on my watch, says 

do you want to approve the login? Yes!  

 

So for our customers they are going to lean on us to make sure that all the other stuff is covered.  

The one big thing that is really going to make more sense to the average user and business owner is 

multifactor authentication on all accounts. But then people say, yeah, but what if I use a system that 

doesn't have it? Well, that's fine. If you use a system, if you're using a cloud service, it doesn't support 

multifactor authentication and obviously you can't implement it. It doesn't mean you have to stop using 

that service, though. It just means you have to list it. So inside Essentials, you'll have to list the cloud 

services that don't support multifactor authentication. The real question comes in, well, if you're using 

a system that doesn't support multifactor authentication, is it because it's a very niche bit of software 

that's a really small developer, they do have a big team and they've not updated their security 

protocols. But what I would say is that it really opens the question, is to go, well, is there a better 

alternative to the service that you're using? Because let's be honest, for most businesses, pretty much 

everyone's using 365.  

 

If you're not using Google or Google supports that too. Everyone's using LinkedIn, if you're using on 

my account software like Zillow or QuickBooks, they all support non factor authentication. Amazon 

supports it, Twitter supports it, Facebook supports it. All the main accounts support it. The problem is 

they don't enforce it. So while the feature is there, you've got to go and turn it on, right?  

 

It's like when you walk into a room, you know there's lights in there, but you've got to press a switch, 

right?  

 

Unless you're in my new office, because that's all Alexa controlled, so I can just talk to it!  

 

You know, the things there you go. Press the button and turn it on and then make sure it's enforced 

for all your users.  

And the other thing that I just wanted to mention, actually, because I see this quite a lot as well, is that 

people were turned on multifactor authentication and 365. But then time goes on, new staff join the 

company and someone slips through the net, right?  

So when I'm auditing 365 accounts, I'll go, yeah, you've got 48 users, but two of them don't have multi 

factor authentication turned on.  

And they're like, “oh yeah, that's the two people that started last month”.  

And I'd be like, “okay, that's fine, that they've started great companies, growing everything else, but 

what's the point of everyone else having it if they don't?”  

And it's because it's not been done.  

There's usually some bull excuse as to why it wasn't done.  

And when it comes to security, those excuses don't carry any weight, right? Because it's like I always 

say to you, look, you don't have to justify it to me, right? All I'm saying is, when it comes to 



cybersecurity, it's the things that you don't do that will cause you a problem, not the things you do do. 

So 47 people out of 50 have got multifactor authentication turned on.  

Two or three people don't.  

Guess which accounts, the ones that are going to get compromised. Actually, the answer is probably 

the Managing Directors account, because they're the target, right?  

They're always the target because they know that you've got more access to anything else, usually 

within the company. Which is why the business owners usually the danger within their own business, 

right? But when you explain things to people like that, they get it. They go, right, I understand why I 

can't have admin access on my own email account. This is why you can't have it. Not because all the 

guys at m3 say we can't have admin access because we want to be protective over anything like that.  

Well, it's not that, it’s because we're doing it to protect you from yourself.  

Listen, if you want to have an admin account so that you can go in and change people's password, I 

don't have a problem with that, but it cannot be your email address.  

We need to create a new admin account and people say, like, if I logged into the website with 365, 

I've got to log out and log back in with the admin account?  

Yes, it does.  

And that slight inconvenience for you, having to log in with a separate account massively protects 

your company.  

 

And that's the problem with cybersecurity. You can't just make up excuses as to why it makes your life 

a little bit easier. Because if security is slightly inconvenient for you, it's massively inconvenient for the 

attackers.  

 

There are changes coming to Cyber Essentials that are going to take effect soon. So anyone who's 

got Cyber Essentials right now, their next Cyber Essentials certification is going to include the 

changes.  

 

The new version was officially released, like I said, back in January this year, and we had time to be 

taken full effect in January 2023. We've now got this grace period, so all applications that were started 

this year will use the updated version of the requirements, especially when we're seeing the thing is, 

for most businesses, especially the SMEs, it's not that difficult to implement. I think the reason we 

were given this grace period is because the big companies, like the companies with thousands of 

employees... it's going to be much more time consuming and difficult for them to implement those kind 

of changes.  

 

Our typical customers in the kind of 20 to 50 user space.  

 

So it's not really that difficult to implement multifactor authentication for 50 people, but it is for two and 

a half thousand people, because every single one of those users has to get the app and update and 

everything else.  

 



And the problem with multifactor authentication, you can go and turn on me, so simple to turn on right 

in the system, but the minute you do that, it's going to affect every single user who's going to either 

get a prompt or an email or get kicked out of the system.  

 

And then they're going to have to set up the multi factor authentication and if it's not communicated to 

them and they don't know what's coming and they're like, oh, what's this? Why has this happened? Or 

they might think that something bad has happened. They might think their accounts being 

compromised because they've been kicked out or whatever else.  

So it's very easy to turn on, but actually a little bit more complex to actually implement and 

communicate with your users, which is why we always plan and do multi factor authentication. Like, if 

we take on a company doesn't have MFA in 365, we don't just turn it on, and say, right, there you go, 

that's on. We'll say, "look, it's going to take time to do this properly because we need to basically hand 

hold each of your users through making sure that they get set back up again".  

 

Because if we turn that on and every user gets kicked out of their email, what's going to happen?  

 

We're going to get like 50 tickets.  

 

Like, I can't get into email, right?  

 

So it's not the right way to do it.  

 

#The right way to do it is to plan it and make sure that we actually resource it and we do it as a 

project. It's like any other It project.  

 

We're going to do something that's going to have an impact on all the users. It needs to be done in a 

controlled way because, yes, turning the thing on is easy and making sure that it doesn't disrupt your 

users from getting on and accessing their email.  

 

So if your business already has Cyber Essentials and you want to understand how the changes going 

to impact your business, you can book a free review with me. Head over to 

m3networks.co.uk/meetmark, and if your business doesn't have Cyber Essentials and you want to get 

certified in 2023, head over to the same link and you can book on my diary. 
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