
 

[00:00:00] From breaches to black markets. This week in Techecess, I'm gonna 

reveal the shocking truths about how your business information ends up in the 

dark web and how to stop it. Welcome to Techcess where I talk about all things 

IT related, and that includes keeping your business secure. And in this episode, 

I'm gonna talk about a topic that has been making headlines for all the wrong 

reasons. 

The dark web. As a managed IT service provider, we understand the importance 

of protecting your sensitive information, and we believe that all businesses 

should have dark web monitoring to help you achieve this goal. And as a 

business owner myself, I totally get how important it is to make sure you are 

doing everything you can to protect the things that you've worked hard for and 

poured your heart and soul into for years and years. 

 First off, let's talk about what the dark web is. Now, I know a lot of people have 

actually heard of this, but not quite sure what it actually means. The dark web is 

a part of the internet that's not searchable by traditional search engines. You 

need to use a special web browser to access it, and they reckon about 96% of 

the internet is actually on the dark web. 

So the things that you and I see every day today, the legit websites, the 

Amazons, the YouTubes, and the Facebooks of the world - that only represents 
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about 4% of the actual surface web if we like. It's a mysterious, un unsettling 

place where cyber criminals lurk and sell stolen information, and it's your 

business's sensitive data that ends up there in a data breach, and it can be a 

recipe for disaster. 

Dark web monitoring is a service that is constantly scanning the dark web for 

any mention of your company's sensitive information like usernames, 

passwords, financial information, and other confidential data. But you're 

probably thinking, Mark, how does my sensitive business information end up in 

a dark web in the first place? 

And that's a great question that a lot of people will ask when we start to talk 

about this subject. So your business information can end up in the dark web 

through [00:02:00] a variety of ways including data breaches. So where you are 

using a service and you've got your usernames, passwords, address information, 

maybe a credit card stored. 

If that website or that service gets breached, then your information can end up 

in the dark web. That's a very common one. There was a big LinkedIn breach 

back in 2016, I think it was now a long time ago. And everyone's user names 

and passwords pretty much got breached there. So if you were a LinkedIn user 

back then, then you were involved in that data breach, and if the password you 

were using for LinkedIn was the same password you used for your email or 

other services, then the cyber criminals potentially could get access to other 

accounts. 

So data breaches is one way that business data ends up in a dark web. The other 

is phishing attacks and social engineering tactics, because in many cases, cyber 

criminals will specifically target businesses that hold valuable information such 

as customer data, financial records, and intellectual property. Businesses that 

hold a lot of PII - personal identifiable information... 

So healthcare, legal... charities hold a lot of sensitive personal information. Any 

business that is holding names, addresses, et cetera of individuals is gonna be a 



target. And of course, cyber criminals know what these businesses are because 

they just research your company. They know what you do, and they know the 

kinds of information that you are gonna hold. 

These cybers will use a variety of techniques to gain access to your information, 

including exploiting vulnerabilities in software, tricking employees, into 

reviewing passwords or other sensitive data and using malware to infect your 

systems. Once cybers have obtained your business's sensitive information, they 

will often attempt to sell it on the dark web. 

The anonymity makes an ideal marketplace for cyber criminals to sell stolen 

information as they can remain relatively unre. Business information on the 

dark web can be sold in a variety of ways, included in bulk data [00:04:00] 

dumps, individual records, or as part of a larger package of information. And 

this information can be purchased by other cyber criminals looking to use the 

information for their own gain, or that can be used for things like identity theft, 

financial fraud, or other illegal activities. 

The presence of your business' information on the Dark Web can also damage 

your reputation and erode customer trust to make it essential for you to take 

steps to prevent your information from falling into the wrong hands. 

Now, let's take a look at some of the key benefits of dark web monitoring for 

your business. One of the biggest benefits of dark web monitoring is protecting 

your brand and reputation. A data breach can have serious consequences for 

your business's reputation and can result in a loss of trust from your customers 

partners and from your own employees. 

By monitoring the dark web for any mention of your sensitive information, you 

can identify and respond to potential threats before they cause any significant 



damage. This proactive approach to security can help your business maintain its 

reputation and build trust with your stakeholders.  

Another key benefit is saving money. 

Data breaches can be really expensive and can result in significant financial 

losses due to the costs of remediation, legal fees, and any fines. By monitoring 

the dark web for any potential threats, you can take steps to prevent data 

breaches before they occur saving you significant financial resources in the long 

run comes back down to what I see quite a lot when it comes to cybersecurity, 

that prevention is definitely cheaper than the cure.  

The third benefit is improving your business' security. By monitoring the dark 

web for any potential threats you can identify areas of weakness in your security 

systems and take steps to improve your security posture. This can include 

implementing new security measures such as multifactor authentication, data 

encryption, or improving your employee training and awareness of 

cybersecurity threat. 



Another great benefit is staying compliant with [00:06:00] data protection 

regulations. There's many industries which are subject to strict data protection 

regulations, and dark web monitoring can help you comply with these 

regulations by proactively monitoring for any potential breaches of sensitive 

data.  

Finally, by using dark web monitoring services, you can access viable threat 

intelligence reports. 

These reports can provide insights into emerging threats, potential 

vulnerabilities in your businesses, security systems, and best practices for 

protecting your sensitive data.  



Now, what does this all cost, I hear you asking. The cost of dark web 

monitoring can very dependent on the specific needs of the business and the 

level of monitoring required. 

Now, some service providers will offer basic packages that may start at a few 

hundred pounds per year, while others may offer more comprehensive packages 

with more advanced features that can cost several thousand pounds per year. 

Typically these things are gonna be charged either in a per user or per business 

basis. 

And custom monitoring alerts, of course, are gonna cost more than just a basic 

breach credential monitoring package. But in general, the cost is gonna depend 

on your business's specific needs. It's important to note that the cost of a 

monitoring service should be considered as an investment in security and 

protection of your business, and may ultimately save money in the long run by 

preventing costly data breaches. 

Ultimately, the cost of dark web monitoring should be weighed against the 

potential cost of a data breach or loss of sensitive data, as well as the potential 

damage to your business's reputation and customer trust that can result from 

such an incident. So you need to weigh up the sensitive and personal data that 

your business stores and weigh up the risk of what that would potentially cost in 

a potential fine or lack of trust reputation with your customers and decide 

whether the cost of [00:08:00] a dark web monitoring service is a good 

investment for you.  

They say that in a major data breach, a business will lose about 40% of its 

customers. So there's a good number to think about what would happen if 40% 

of your business walked out the door tomorrow. 

What would that cost you? I can guarantee you that any dark web monitoring 

service out there is far cheaper than 40% of your revenue.  

So in conclusion, dark web monitoring is a crucial tool for businesses that want 

to protect their sensitive information and prevent data breaches. By monitoring 

the dark web, we can help you stay one step ahead of cyber criminals and 

protect your brand, your finances, and your intellectual property. 

So if you have any questions or concerns about how your business information 

could be at risk, or if you're interested in implementing dark web monitoring for 

your business, don't hesitate to reach out to me. We have a team of experts at 



m3 Networks that are here to protect your business and keep your sensitive 

information safe. 

You can get started by booking a 50 minute, no obligation call with me by 

visiting m3networks.co.uk/meetmark. So what are you waiting for? Protect your 

business and reputation by taking action today by booking that call. 
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